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Abstract

Digital records management has become a critical component of effective institutional governance in the era of the Fifth Industrial Revolution, where universities increasingly rely on digital technologies for information management and service delivery. However, inadequate digital records management capabilities and weak cybersecurity readiness continue to undermine institutional policy compliance in many Nigerian universities. This study examined the effect of digital records management capability on institutional policy compliance in Nigerian universities, investigated the influence of cybersecurity readiness on institutional policy compliance, and determined the moderating effect of cybersecurity readiness on the relationship between digital records management capability and institutional policy compliance. A quantitative research approach employing a cross-sectional survey design was adopted. The study population comprised 860 personnel directly involved in digital records management, information governance, and cybersecurity across six purposively selected federal universities representing Nigeria's six geopolitical zones. Using the Taro Yamane sample size determination formula, a sample of 273 respondents was selected through proportionate stratified and purposive sampling techniques. Data were collected using a structured questionnaire adapted from validated measurement scales. The measurement instrument was subjected to face and content validity and demonstrated satisfactory reliability with Cronbach's alpha coefficients exceeding the recommended threshold of 0.70. Data were analysed using descriptive statistics and Partial Least Squares Structural Equation Modeling (PLS-SEM) with SmartPLS 4. The findings revealed that digital records management capability had a positive and significant effect on institutional policy compliance. Cybersecurity readiness also exerted a significant positive influence on institutional policy compliance. Furthermore, cybersecurity readiness significantly moderated the relationship between digital records management capability and institutional policy compliance, indicating that the positive effect of digital records management capability on compliance became stronger at higher levels of cybersecurity readiness. The study concludes that effective digital records management and robust cybersecurity readiness are complementary organizational capabilities that enhance institutional policy compliance in Nigerian universities. The study recommends that university management strengthen digital records management systems, enhance cybersecurity readiness through continuous investment in security infrastructure and staff capacity building, and integrate cybersecurity strategies into digital records management policies to promote sustainable institutional governance and regulatory compliance.
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1.1 Introduction
The rapid digital transformation of higher education has fundamentally changed how universities create, manage, preserve, and utilize institutional records. The proliferation of enterprise information systems, electronic document management systems, cloud computing, digital repositories, learning management systems, and artificial intelligence-enabled administrative platforms has shifted records management from traditional paper-based processes to integrated digital environments. In the era of the Fifth Industrial Revolution (Industry 5.0), organizations are expected not only to adopt advanced digital technologies but also to ensure that technological innovations remain human-centered, resilient, secure, and aligned with institutional governance objectives. Within this context, digital records have become strategic organizational assets that support accountability, transparency, operational efficiency, evidence-based decision-making, institutional memory, and regulatory compliance. Consequently, the capability of institutions to effectively manage digital records has emerged as a critical determinant of organizational performance and governance (Atah, & Akeke, 2024).

Digital records management capability refers to an institution's ability to create, capture, organize, preserve, retrieve, secure, and dispose of digital records throughout their lifecycle in accordance with established policies, standards, and legal requirements. Unlike conventional records management, digital records management emphasizes technological infrastructure, standardized metadata, interoperability, electronic preservation, information security, staff competencies, and governance mechanisms that collectively ensure the authenticity, integrity, reliability, and accessibility of records over time. Contemporary organizations increasingly recognize digital records management capability as a strategic organizational competence that facilitates operational continuity, organizational resilience, knowledge management, and regulatory compliance in highly digitalized environments (Dada & Ogunwemimo, 2024). Higher education institutions are among the most information-intensive organizations globally. Universities generate enormous volumes of digital records relating to student admissions, examinations, academic transcripts, personnel administration, financial transactions, procurement processes, research outputs, accreditation exercises, quality assurance activities, and institutional governance. Effective management of these records is indispensable for supporting academic administration, preserving institutional memory, ensuring service delivery, and demonstrating accountability to governments, regulatory agencies, funding bodies, and other stakeholders. Consequently, universities are increasingly investing in digital records management systems to improve administrative efficiency, facilitate information accessibility, and strengthen institutional governance (Muhamad, et al., 2023).
The increasing adoption of digital technologies in Nigerian universities has accelerated the transition from manual record-keeping to electronic records management. Many universities have implemented institutional repositories, enterprise resource planning systems, digital libraries, student information systems, and electronic document management platforms to improve administrative effectiveness and enhance service delivery. Nevertheless, the extent of digital transformation varies considerably across institutions because of differences in technological infrastructure, funding, institutional commitment, staff competencies, and organizational policies. For example, evidence from Nigerian universities indicates that although digital record-keeping facilities are increasingly available and accessible, institutions remain at different stages of implementation, with considerable disparities in digital records management maturity and infrastructure (Njoku, et al., 2023).
In Nigeria, the regulatory environment governing digital information has evolved significantly in recent years. The enactment of the Nigeria Data Protection Act (NDPA) 2023, alongside existing cybersecurity and information governance frameworks, has imposed greater responsibilities on institutions to ensure responsible management, protection, and processing of digital information. Universities now operate within an increasingly stringent regulatory landscape requiring robust controls over information security, privacy protection, records retention, and digital governance. However, emerging evidence suggests that substantial variations still exist in the level of compliance among Nigerian universities, reflecting differences in governance structures, institutional preparedness, and implementation capacity (Ogundipe, 2024).
Although digital records management capability is expected to strengthen institutional policy compliance, the relationship may not be automatic. The effectiveness of digital records management systems depends not only on technological investments but also on the institution's ability to protect digital assets against evolving cyber threats. Universities increasingly face sophisticated cybersecurity challenges, including ransomware attacks, phishing, unauthorized system access, malware infections, insider threats, identity theft, and data breaches. These threats compromise the confidentiality, integrity, and availability of institutional records and may significantly undermine compliance with organizational policies and regulatory requirements. As universities become more digitally interconnected, cybersecurity has evolved from a purely technical concern to a strategic governance issue directly influencing records management effectiveness. Cybersecurity readiness represents the extent to which an institution possesses the technological infrastructure, governance mechanisms, policies, risk management procedures, skilled personnel, incident response capabilities, and organizational awareness necessary to anticipate, prevent, detect, respond to, and recover from cybersecurity incidents. Institutions with high cybersecurity readiness are better positioned to safeguard digital records against unauthorized access, cyberattacks, accidental loss, and system failures while maintaining compliance with institutional and statutory requirements. Conversely, inadequate cybersecurity readiness can weaken even well-developed digital records management systems by exposing institutional records to security vulnerabilities that compromise policy compliance and organizational accountability. Consequently, cybersecurity readiness is increasingly recognized as a critical organizational capability supporting effective digital governance in Industry 5.0 environments (Shokunbi, et al., 2026).
1.2 Statement of the Problem

Effective digital records management is a fundamental requirement for institutional accountability, transparency, regulatory compliance, and evidence-based decision-making in higher education. According to ISO 15489-1:2016, organizations are expected to establish comprehensive records management systems that ensure records are systematically created, captured, managed, protected, retained, and disposed of in accordance with organizational policies, legal requirements, and business needs. The standard further emphasizes that effective records management should be supported by clearly defined policies, assigned responsibilities, appropriate technological infrastructure, monitoring mechanisms, and continuous staff training to guarantee the authenticity, reliability, integrity, and usability of records throughout their lifecycle (International Organization for Standardization [ISO], 2016). 

Despite this ideal expectation, observations across many Nigerian universities suggest that achieving effective digital records management capability remains a significant challenge. Although universities have increasingly deployed enterprise resource planning systems, electronic document management systems, institutional repositories, digital libraries, and student information systems, the management of digital records often appears fragmented across departments. In many institutions, records are maintained on multiple platforms without adequate integration, standardized metadata, consistent retention schedules, or effective access control mechanisms. Similarly, compliance with institutional records management policies is frequently affected by inconsistent implementation, inadequate staff adherence to established procedures, weak monitoring mechanisms, and varying levels of technological competence among personnel responsible for records management. These challenges become more pronounced as universities continue to generate vast quantities of digital records resulting from academic, administrative, financial, and research activities.

Personal observation by the researcher, gained through interactions with records personnel, librarians, registry staff, and information managers within Nigerian universities, indicates that while digital technologies have significantly improved the speed of record creation and access, they have not always translated into improved compliance with institutional policies governing records management. Cases of duplicated records, inconsistent classification practices, delayed retrieval of official documents, inadequate documentation of administrative processes, poor adherence to records retention schedules, and limited enforcement of institutional records management policies are still evident in some institutions. Furthermore, increasing dependence on cloud-based services, online administrative platforms, and networked information systems has expanded the exposure of institutional records to cybersecurity threats such as unauthorized access, phishing attacks, ransomware, insider threats, and accidental data loss. These observations raise concerns regarding whether existing digital records management capabilities alone are sufficient to ensure institutional policy compliance without adequate cybersecurity preparedness.

It is therefore speculated that the inconsistent levels of institutional policy compliance observed across Nigerian universities may not be explained solely by differences in digital records management capability. Rather, the effectiveness of digital records management in promoting policy compliance may depend on the level of cybersecurity readiness within an institution. Universities with stronger cybersecurity governance, robust access control mechanisms, effective incident response capabilities, comprehensive staff cybersecurity awareness, and well-developed information security policies may be better positioned to translate digital records management capability into higher levels of institutional policy compliance than institutions with weak cybersecurity preparedness. However, empirical evidence explaining the moderating role of cybersecurity readiness in the relationship between digital records management capability and institutional policy compliance within Nigerian universities remains limited. This knowledge gap necessitates the present study, which seeks to investigate the influence of digital records management capability on institutional policy compliance and determine whether cybersecurity readiness strengthens or weakens this relationship in Nigerian universities.
1.3 Research Objectives 

1. To examine the effect of digital records management capability on institutional policy compliance in Nigerian universities.
2. To assess the effect of cybersecurity readiness on institutional policy compliance in Nigerian universities.
3. To determine the moderating effect of cybersecurity readiness on the relationship between digital records management capability and institutional policy compliance in Nigerian universities.
Research Hypothesis 

1. H01: Digital records management capability has no significant effect on institutional policy compliance in Nigerian universities.
2. H02: Cybersecurity readiness has no significant effect on institutional policy compliance in Nigerian universities.

3. H03: Cybersecurity readiness has no significant moderating effect on the relationship between digital records management capability and institutional policy compliance in Nigerian universities.

1.4 Scope of the Study
This study focuses on examining the relationship between digital records management capability and institutional policy compliance in Federal Universities in Nigeria, with cybersecurity readiness serving as a moderating variable. Specifically, the study investigates the extent to which digital records management capability influences institutional policy compliance, assesses the effect of cybersecurity readiness on institutional policy compliance, and determines whether cybersecurity readiness moderates the relationship between digital records management capability and institutional policy compliance.

Geographically, the study is limited to six Federal Universities, with one university purposively selected from each of Nigeria's six geopolitical zones (North Central, North East, North West, South East, South South, and South West). The selection of universities from the six geopolitical zones is intended to ensure national representation while capturing variations in digital records management practices, institutional policy implementation, and cybersecurity preparedness across the Nigerian higher education system. The study targets personnel directly involved in the creation, management, governance, and security of institutional records. These include university librarians, registry staff, records officers, information and communication technology (ICT) personnel, systems administrators, and other officers responsible for records management, information governance, and cybersecurity. These categories of respondents are considered appropriate because of their direct responsibilities in managing digital records and implementing institutional policies relating to records governance and information security.

The study is delimited to Federal Universities in Nigeria and does not include state universities, private universities, polytechnics, colleges of education, or other tertiary institutions. While several organizational and environmental factors may influence institutional policy compliance, this study is specifically limited to examining digital records management capability and cybersecurity readiness within the context of institutional policy compliance. 
2.1 Review of Related Literature

2.1.2 Digital Records Management Capability and Institutional Policy Compliance in Nigerian Universities

The increasing digitalization of higher education has transformed the way universities create, process, store, retrieve, and preserve institutional records. Consequently, digital records management capability has become a strategic organizational resource for enhancing institutional governance, accountability, transparency, and compliance with internal and external regulatory requirements. Digital records management capability refers to an institution's ability to effectively manage digital records throughout their lifecycle through appropriate technological infrastructure, policies, standards, human competencies, and governance mechanisms. Institutional policy compliance, on the other hand, refers to the extent to which an institution adheres to established regulations, policies, standards, and procedures governing records management, information security, records retention, access control, privacy, and accountability. The relationship between these two constructs is increasingly recognized in records management literature because effective digital records management provides the evidence base required for institutional accountability, audit readiness, and regulatory compliance (Phiri & Tough, 2018). 

Digital records management capability contributes to institutional policy compliance by ensuring that records remain authentic, reliable, complete, accessible, and secure throughout their lifecycle. Universities rely on digital records to support admissions, staff recruitment, financial management, procurement, student assessment, research administration, accreditation, and quality assurance activities. Where digital records are systematically created, classified, protected, and retained according to institutional policies, organizations are better positioned to demonstrate compliance during internal reviews, external audits, and accreditation exercises. Conversely, weak digital records management capability often results in incomplete documentation, unauthorized access, duplication of records, delayed retrieval, and inconsistent implementation of institutional policies, thereby undermining governance and organizational effectiveness (Asogwa, Ezeani, & Asogwa, 2021). 

Within higher education institutions, institutional policy compliance extends beyond adherence to records retention schedules to include compliance with information governance policies, cybersecurity requirements, privacy regulations, and institutional quality assurance frameworks. Effective compliance requires that records management systems support standardized procedures for records creation, classification, storage, retrieval, disposal, and preservation while ensuring that authorized users have timely access to accurate and reliable information. According to the hermeneutic review by scholars on records management in African higher education, institutions with structured records management frameworks exhibit stronger governance systems, improved accountability, and greater compliance with institutional requirements than institutions operating fragmented records management practices. However, many higher education institutions across Africa continue to experience challenges relating to weak policy implementation, inadequate records management infrastructure, insufficient professional competencies, and poor organizational commitment toward digital records governance. 

In the Nigerian university system, significant investments have been made in digital transformation through the deployment of enterprise resource planning systems, integrated student information systems, institutional repositories, electronic document management systems, digital libraries, and online administrative platforms. These technological developments have increased the volume and complexity of digital records generated by universities, thereby making digital records management capability increasingly important for institutional policy compliance. Nevertheless, technological deployment alone does not guarantee effective compliance if appropriate records management capabilities are absent. Universities require comprehensive policies, standardized procedures, adequate infrastructure, skilled personnel, and continuous monitoring to ensure that digital records are managed in accordance with institutional and statutory requirements (Asogwa et al., 2021). 

Empirical evidence from Nigerian universities indicates that although digital record-keeping technologies are increasingly available, institutional readiness to manage electronic records remains inadequate. A nationwide assessment of federal university libraries found that while most institutions possessed basic ICT infrastructure, many lacked comprehensive electronic records management policies, adequate funding, reliable electricity supply, and sufficient technical expertise required for effective digital records management. Consequently, universities were unable to fully exploit available technologies to strengthen records governance and institutional compliance (Muhammad, et al., 2021). The study concluded that digital records management capability requires more than technological infrastructure; it also depends on organizational policies, institutional commitment, professional competencies, and governance structures that collectively promote policy compliance. Similarly, research examining the status of electronic records management in Nigerian university libraries revealed that although universities had made progress in digitizing records creation and storage, deficiencies persisted in records planning, policy implementation, staff development, and digital preservation. The study observed considerable disparities among universities regarding electronic records management maturity, suggesting that differences in institutional capabilities may partly explain variations in compliance with records management policies and governance standards.  Research conducted on records management practices in Nigerian public universities further demonstrated that institutional policy compliance is frequently constrained by the absence of standardized records management policies, inadequate professional training, weak organizational support, and insufficient managerial commitment. The study found that records management activities remained predominantly manual in many public universities despite increasing digitalization, resulting in inconsistent implementation of institutional policies and fragmented information management practices. The authors recommended the development of comprehensive records management policies supported by adequate staff capacity building and institutional commitment to improve compliance (Ojo, et al., 2019).
Likewise, investigations into records management policy guidelines in Nigerian university libraries revealed that although some institutions operated informal procedures governing records management, many lacked documented and standardized policies capable of guiding consistent implementation across departments. The absence of formalized policy frameworks weakened institutional compliance because staff relied largely on conventional practices rather than officially approved records management procedures. The study emphasized that clearly documented records management policies constitute an essential component of organizational capability necessary for achieving effective institutional compliance (Phiri & Tough, 2018). 

Another important dimension of digital records management capability relates to the preservation of electronic records. Studies conducted among selected federal universities in Nigeria reported that inadequate ICT infrastructure, insufficient technical competencies, absence of preservation policies, and limited professional development significantly constrained universities' ability to preserve digital records effectively. These deficiencies not only threaten the long-term accessibility and integrity of institutional records but also undermine compliance with institutional policies requiring reliable preservation of official records for administrative, legal, and historical purposes (Shokunbi, et al., 2026).
Beyond records management capability, recent developments in Nigeria's regulatory environment have expanded institutional compliance obligations. The enactment of the Nigeria Data Protection Act (NDPA) 2023 requires universities to strengthen governance mechanisms relating to personal data management, privacy protection, records security, and accountability. However, empirical assessment of NDPA compliance among Nigerian universities revealed substantial differences in institutional compliance levels and identified evidence of institutional decoupling, where formal compliance structures exist without corresponding implementation in practice. These findings suggest that institutional compliance depends not merely on policy availability but also on organizational capabilities that enable effective implementation, including robust digital records management systems (Abdulkadir, 2020). Collectively, the reviewed literature demonstrates a consistent association between digital records management capability and institutional policy compliance. Universities possessing stronger capabilities in records creation, classification, storage, preservation, retrieval, governance, and staff competence are generally more capable of implementing institutional policies effectively than institutions with fragmented or poorly developed records management systems. However, most existing studies have focused primarily on describing records management practices, assessing institutional readiness, evaluating electronic records implementation, or examining records preservation challenges. Comparatively little empirical attention has been devoted to quantitatively examining the direct effect of digital records management capability on institutional policy compliance within Nigerian universities. More importantly, existing studies have rarely investigated whether cybersecurity readiness strengthens or weakens this relationship. This gap provides the justification for the present study, which seeks to examine the effect of digital records management capability on institutional policy compliance in Nigerian universities while determining the moderating role of cybersecurity readiness (Abdulkadir, 2020).
2.1.3 Effect of Cybersecurity Readiness on Institutional Policy Compliance in Nigerian Universities

Cybersecurity readiness has become a critical organizational capability for ensuring institutional policy compliance in higher education institutions, particularly as universities increasingly depend on digital technologies to manage academic, administrative, financial, and research records. Cybersecurity readiness encompasses an institution's preparedness to prevent, detect, respond to, and recover from cyber threats through appropriate governance structures, security policies, technological safeguards, staff awareness, risk management practices, and incident response mechanisms. A high level of cybersecurity readiness strengthens institutional compliance by protecting the confidentiality, integrity, and availability of digital records while ensuring adherence to information security, privacy, and records management policies. Conversely, weak cybersecurity readiness exposes universities to cyberattacks, unauthorized access, data breaches, and system disruptions that undermine compliance with institutional regulations and statutory requirements. Consequently, cybersecurity readiness has evolved from a technical function to a strategic governance mechanism that supports organizational accountability and regulatory compliance in higher education institutions (Yusif & Hafeez-Baig, 2023; Olugbile et al., 2025). 

In the Nigerian context, the importance of cybersecurity readiness has increased following the enactment of the Nigeria Data Protection Act (NDPA) 2023, which requires organizations, including universities, to establish appropriate technical and organizational measures for protecting personal data and ensuring compliance with data protection obligations. Recent empirical evidence indicates that although many Nigerian universities have adopted privacy policies and acknowledge regulatory requirements, their operational cybersecurity readiness remains relatively low. Shokunbi, Agbaje, and Ogu (2026) reported that Nigerian universities achieved an average compliance score of only 35.79%, indicating an "awareness maturity" level where institutions recognize regulatory obligations but have yet to fully integrate them into daily operational practices. The study further revealed significant gaps in the appointment of Data Protection Officers, implementation of governance structures, and institutional compliance mechanisms, suggesting that inadequate cybersecurity readiness constrains universities' ability to comply effectively with institutional and regulatory policies. Similarly, the proposed National Universities Commission (NUC) cybersecurity policy emphasizes that universities should implement comprehensive cybersecurity governance, including access control, risk assessment, incident response planning, compliance monitoring, and adherence to the NDPA 2023 and ISO/IEC 27001 standards to strengthen institutional policy compliance. 

Empirical studies further demonstrate that cybersecurity readiness extends beyond technological infrastructure to include human, organizational, and governance dimensions that significantly influence policy compliance. Employees' cybersecurity awareness, security culture, and compliance behaviour play essential roles in determining whether institutional policies are effectively implemented. For instance, Chikwendu and Oli (2023) found that human factors such as cybersecurity awareness, organizational support, and behavioural intentions significantly influence employees' compliance with cybersecurity practices in public universities in Southeast Nigeria. Likewise, Salisu, Adamu, and Yusuf (2024) reported that effective cybersecurity policies positively shape safe digital behaviour and improve compliance among users in Nigerian tertiary institutions. Collectively, these findings suggest that institutions possessing higher levels of cybersecurity readiness are more likely to achieve effective institutional policy compliance because they integrate technological safeguards with governance structures, staff competence, and organizational commitment. However, despite the growing recognition of cybersecurity readiness as a critical organizational capability, limited empirical studies have specifically examined its effect on institutional policy compliance within Nigerian universities. This gap underscores the need for the present study to investigate the contribution of cybersecurity readiness to institutional policy compliance and its role within the broader digital records management environment.
2.1.4 Cybersecurity Readiness as a Moderator of the Relationship between Digital Records Management Capability and Institutional Policy Compliance in Nigerian Universities

The effectiveness of digital records management capability in promoting institutional policy compliance may depend on the level of cybersecurity readiness within an organization. While digital records management capability enables institutions to create, capture, store, retrieve, preserve, and dispose of digital records in accordance with established policies, these processes are vulnerable to cyber threats if supported by weak cybersecurity mechanisms. Consequently, cybersecurity readiness has emerged as an important organizational capability that can strengthen or weaken the extent to which digital records management capability translates into institutional policy compliance. From the perspective of organizational information governance, cybersecurity readiness provides the technological, procedural, and human safeguards necessary to ensure the confidentiality, integrity, availability, and authenticity of digital records, thereby facilitating compliance with institutional records management policies, information security requirements, privacy regulations, and accountability standards. Institutions possessing robust cybersecurity governance, effective access controls, continuous risk assessment, incident response capabilities, and cybersecurity awareness programmes are therefore more likely to derive greater compliance benefits from their digital records management capabilities than institutions with weak cybersecurity preparedness (Yusif & Hafeez-Baig, 2023; ISO, 2022).

Within Nigerian universities, increasing reliance on electronic records management systems, institutional repositories, cloud-based applications, enterprise resource planning systems, and online administrative platforms has significantly expanded the cybersecurity landscape. Although many universities have invested in digital records infrastructure, inadequate cybersecurity preparedness continues to expose institutional records to risks such as ransomware attacks, unauthorized access, phishing, insider threats, malware infections, and data breaches. Such vulnerabilities can compromise the integrity and availability of digital records, thereby reducing the effectiveness of records management systems in supporting compliance with institutional policies and statutory regulations. Recent evidence indicates that many Nigerian universities are still at the early stages of implementing comprehensive cybersecurity governance and data protection practices despite the enactment of the Nigeria Data Protection Act (NDPA) 2023. Shokunbi, Agbaje, and Ogu (2026) reported considerable variations in compliance maturity among Nigerian universities, suggesting that institutions with stronger cybersecurity structures are better positioned to operationalize records management policies and comply with regulatory requirements. Similarly, Olugbile, Ojeniyi, and Anyachebelu (2025) argued that institutional cybersecurity readiness should be viewed as an organizational capability that enhances digital governance by integrating cybersecurity policies, technological safeguards, staff awareness, risk management, and compliance monitoring into institutional operations.

Although studies have independently examined digital records management, cybersecurity, and institutional compliance, empirical evidence on the moderating role of cybersecurity readiness remains limited, particularly within the Nigerian higher education context. Existing research has primarily focused on the direct effects of records management practices on organizational effectiveness or the influence of cybersecurity on information security compliance, with limited attention to how cybersecurity readiness conditions the effectiveness of digital records management capability. Theoretically, cybersecurity readiness is expected to strengthen the positive relationship between digital records management capability and institutional policy compliance because institutions with higher levels of cybersecurity preparedness are better able to protect digital records, enforce access control mechanisms, ensure regulatory compliance, and sustain trust in digital information systems. Conversely, inadequate cybersecurity readiness may diminish the benefits of digital records management capability by exposing institutional records to security breaches and policy violations. 
3.1 Methodology 

This study adopts a quantitative research approach using a cross-sectional survey research design. The cross-sectional survey design is considered appropriate because it enables the collection of data from a large number of respondents at a single point in time, facilitating the examination of relationships among the study variables. The population of the study comprises 860 personnel directly involved in digital records management, information governance, and cybersecurity within selected Federal Universities in Nigeria. These include university librarians, registry staff, records officers, information and communication technology (ICT) personnel, systems administrators, quality assurance officers, and other relevant administrative staff responsible for records management and policy implementation. The study was conducted in six Federal Universities, with one university purposively selected from each of Nigeria's six geopolitical zones to ensure adequate national representation.
Table 3.1: Population of Respondents in the Selected Federal Universities
	S/N
	Geopolitical Zone
	Federal University 
	Librarians
	Registry/Records Staff
	ICT Personnel
	Quality Assurance/Compliance Officers
	Total 

	1
	North Central
	Federal University of Technology, Minna
	28
	62
	25
	15
	130

	2
	North East
	Abubakar Tafawa Balewa University, Bauchi
	24
	56
	22
	13
	115

	3
	North West
	Ahmadu Bello University, Zaria
	45
	95
	40
	20
	200

	4
	South East
	University of Nigeria, Nsukka
	35
	70
	30
	15
	150

	5
	South South
	University of Uyo
	25
	55
	25
	15
	120

	6
	South West
	Obafemi Awolowo University, Ile-Ife
	30
	70
	30
	15
	145

	 
	Total
	 
	187
	408
	172
	93
	860


Sample Size Determination and Sampling Technique

The sample size for this study was determined using the Taro Yamane (1967) sample size determination formula, which is suitable for finite populations. The formula is expressed as:
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Given a total population of 860 personnel from the selected Federal Universities, the sample size was computed as follows:
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Accordingly, a total of 273 respondents constituted the sample for the study.

Following the determination of the sample size, proportionate stratified sampling was employed to allocate the sample across the six selected Federal Universities in proportion to their respective staff populations. This approach ensured equitable representation of respondents from each university based on its population size. Thereafter, purposive sampling was used to select respondents within each university. Specifically, only personnel directly involved in digital records management, information governance, cybersecurity, and institutional policy implementation—including university librarians, registry and records officers, ICT personnel, systems administrators, and quality assurance/compliance officers—were included in the study. The combination of proportionate stratified and purposive sampling techniques ensured that respondents possessed the requisite knowledge and experience relevant to the objectives of the study.

Table 3.2: Proportionate Allocation of Sample Size
	S/N
	Selected Federal University
	Population
	Proportion (%)
	Sample Size

	1
	Federal University of Technology, Minna
	130
	15.1
	41

	2
	Abubakar Tafawa Balewa University, Bauchi
	115
	13.4
	37

	3
	Ahmadu Bello University, Zaria
	200
	23.3
	64

	4
	University of Nigeria, Nsukka
	150
	17.4
	48

	5
	University of Uyo
	120
	14
	38

	6
	Obafemi Awolowo University, Ile-Ife
	145
	16.8
	45

	Total
	Six Selected Federal Universities
	860
	100
	273


Data were collected using a structured questionnaire developed from validated measurement scales reported in previous studies and adapted to address the objectives of the present study. The questionnaire comprised four sections. Section A elicited respondents' demographic information, while Sections B, C, and D measured digital records management capability, cybersecurity readiness, and institutional policy compliance, respectively. Responses were measured using a five-point Likert scale ranging from Strongly Disagree (1) to Strongly Agree (5). Before the commencement of the main study, the instrument was subjected to face and content validity by experts in Library and Information Science, Information Systems, and Research Methodology to ascertain its adequacy and relevance. Thereafter, a pilot study was conducted among respondents who possessed characteristics similar to those of the study population but were not included in the main study. The reliability of the instrument was established using Cronbach's alpha coefficient, and the obtained values exceeded the recommended threshold of 0.70, indicating that the instrument was reliable for data collection. Following the approval of the relevant institutional authorities, the questionnaires were administered to the selected respondents through direct personal administration and electronic distribution, where necessary, to enhance the response rate.

The data collected were analyzed using both descriptive and inferential statistical techniques. Descriptive statistics, including frequencies, percentages, means, and standard deviations, were used to summarize the demographic characteristics of the respondents and describe the study variables. Inferential analysis was conducted using Partial Least Squares Structural Equation Modeling (PLS-SEM) with the aid of SmartPLS 4 software. The measurement model was evaluated by examining indicator reliability, internal consistency reliability (Cronbach's Alpha and Composite Reliability), convergent validity using Average Variance Extracted (AVE), and discriminant validity using the Fornell–Larcker criterion and the Heterotrait–Monotrait (HTMT) ratio. The structural model was subsequently assessed using path coefficients (β), coefficient of determination (R²), effect size (f²), predictive relevance (Q²), and bootstrapping procedures to test the study hypotheses. Furthermore, the moderating effect of cybersecurity readiness on the relationship between digital records management capability and institutional policy compliance was examined using the interaction effect approach in PLS-SEM. The use of PLS-SEM was considered appropriate because of its ability to estimate complex relationships involving latent constructs and moderation effects while accommodating non-normal data distributions and prediction-oriented research models.

4.1 Data presentation, Analysis and Discussions
4.2 To examine the effect of digital records management capability on institutional policy compliance in Nigerian universities.
Following the confirmation of the reliability and validity of the measurement model, the structural model was assessed to determine the effect of digital records management capability on institutional policy compliance in Nigerian universities. The structural model was evaluated using the path coefficient (β), coefficient of determination (R²), effect size (f²), predictive relevance (Q²), and bootstrapping procedures with 5,000 resamples at a significance level of 0.05.
Table 4.1: Structural Model Results for the Effect of Digital Records Management Capability on Institutional Policy Compliance
	Path
	β
	Standard Error
	t-value
	p-value
	Decision

	Digital Records Management Capability → Institutional Policy Compliance
	0.648
	0.053
	12.226
	0
	Significant


Table 4.2: Coefficient of Determination (R²)
	Endogenous Variable
	R²
	Adjusted R²
	Interpretation

	Institutional Policy Compliance
	0.42
	0.418
	Moderate


The coefficient of determination (R²) indicates that digital records management capability explains 42.0% of the variance in institutional policy compliance among the selected federal universities. According to Hair et al. (2022), an R² value of approximately 0.42 represents a moderate explanatory power, suggesting that digital records management capability is an important predictor of institutional policy compliance.
Table 4.3: Effect Size (f²)
	Predictor
	f²
	Interpretation

	Digital Records Management Capability
	0.724
	Large Effect


The effect size (f²) of 0.724 exceeds the benchmark of 0.35 recommended by Cohen (1988), indicating that digital records management capability has a large practical effect on institutional policy compliance.
Table 4.4: Predictive Relevance (Q²)
	Endogenous Variable
	Q²
	Interpretation

	Institutional Policy Compliance
	0.301
	Strong Predictive Relevance


The Stone-Geisser Q² value of 0.301 is greater than zero, indicating that the structural model possesses adequate predictive relevance for institutional policy compliance.

The results reveal that digital records management capability has a positive and statistically significant effect on institutional policy compliance among the selected federal universities in Nigeria (β = 0.648, t = 12.226, p < 0.001). This implies that improvements in digital records management capability are associated with corresponding improvements in institutional policy compliance. Specifically, universities with stronger capabilities in electronic records creation, storage, classification, retrieval, preservation, security, access control, and lifecycle management are more likely to achieve higher levels of compliance with institutional policies, regulatory requirements, information governance standards, and administrative procedures.

The R² value of 0.420 further demonstrates that digital records management capability accounts for approximately 42% of the variation in institutional policy compliance, indicating that although other organizational factors may also contribute to compliance, digital records management capability remains a major determinant. The large effect size (f² = 0.724) suggests that digital records management capability contributes substantially to explaining institutional policy compliance. Likewise, the predictive relevance value (Q² = 0.301) confirms that the model has satisfactory predictive capability.

4.2.1. Hypothesis Testing

Hypothesis One

H01: Digital records management capability has no significant effect on institutional policy compliance in Nigerian universities.

Table 4.5
Summary of Hypothesis Testing
	Hypothesis
	Path
	β
	t-value
	p-value
	Decision

	H01
	Digital Records Management Capability → Institutional Policy Compliance
	0.648
	12.226
	0
	Rejected



The bootstrapping results indicate that digital records management capability significantly influences institutional policy compliance (β = 0.648, t = 12.226, p < 0.001). Since the p-value is less than the 0.05 significance level, the null hypothesis is rejected. Therefore, digital records management capability has a significant positive effect on institutional policy compliance in Nigerian universities.

A PLS-SEM analysis revealed that digital records management capability significantly predicted institutional policy compliance, β = .648, SE = .053, t = 12.226, p < .001, explaining 42.0% of the variance in institutional policy compliance (R² = .420). The predictor exhibited a large effect size (f² = .724) and the model demonstrated adequate predictive relevance (Q² = .301), indicating that digital records management capability is a strong determinant of institutional policy compliance in Nigerian universities.

4.3 Effect of Cybersecurity Readiness on Institutional Policy Compliance

To achieve this objective, the structural model was assessed using Partial Least Squares Structural Equation Modeling (PLS-SEM) in SmartPLS 4. The relationship was evaluated using standardized path coefficients (β), coefficient of determination (R²), effect size (f²), predictive relevance (Q²), and bootstrapping with 5,000 subsamples.
Table 4.6: Structural Model Results for the Effect of Cybersecurity Readiness on Institutional Policy Compliance

	Path
	β
	Standard Error
	t-value
	p-value
	Decision

	Cybersecurity Readiness → Institutional Policy Compliance
	0.571
	0.061
	9.361
	0
	Significant


Table 4.7: Coefficient of Determination (R²)

	Endogenous Variable
	R²
	Adjusted R²
	Interpretation

	Institutional Policy Compliance
	0.326
	0.323
	Moderate


The coefficient of determination (R² = 0.326) indicates that cybersecurity readiness explains 32.6% of the variance in institutional policy compliance in the selected federal universities. This suggests that cybersecurity readiness possesses moderate explanatory power in predicting institutional policy compliance. The result implies that improvements in cybersecurity readiness substantially enhance compliance with institutional policies, although additional organizational factors also contribute to explaining compliance behaviour.

Table 4.8: Effect Size (f²)

	Predictor
	f²
	Interpretation

	Cybersecurity Readiness
	0.484
	Large Effect

	
	
	


The effect size (f² = 0.484) exceeds the benchmark value of 0.35 suggested by Cohen (1988), indicating that cybersecurity readiness exerts a large practical effect on institutional policy compliance.
Table 4.9: Predictive Relevance (Q²)
	Endogenous Variable
	Q²
	Interpretation


	Institutional Policy Compliance
	0.248
	Medium Predictive Relevance


The predictive relevance (Q² = 0.248) is greater than zero, indicating that the structural model possesses satisfactory predictive capability for institutional policy compliance.

The findings indicate that cybersecurity readiness has a positive and statistically significant effect on institutional policy compliance among Nigerian federal universities (β = 0.571, t = 9.361, p < 0.001). This implies that an increase in cybersecurity readiness significantly improves institutional policy compliance. The result suggests that universities with stronger cybersecurity capabilities—including effective information security governance, cyber risk management practices, employee security awareness programmes, incident response mechanisms, access control systems, data protection measures, and continuous monitoring—are more likely to comply with institutional policies governing digital records, information management, regulatory requirements, and organizational procedures.

Cybersecurity readiness accounted for 32.6% of the variance in institutional policy compliance (R² = 0.326), indicating moderate explanatory power. Although other organizational and technological factors may influence policy compliance, cybersecurity readiness remains an important predictor. The large effect size (f² = 0.484) demonstrates that cybersecurity readiness contributes substantially to institutional policy compliance, while the predictive relevance value (Q² = 0.248) confirms that the model possesses adequate predictive capability.

Hypothesis Two

H02: Cybersecurity readiness has no significant effect on institutional policy compliance in Nigerian universities.
Table 4.10: Summary of Hypothesis Testing
	Hypothesis
	Path
	β
	t-value
	p-value
	Decision

	H02
	Cybersecurity Readiness → Institutional Policy Compliance
	0.571
	9.361
	0
	Rejected


The bootstrapping results reveal that cybersecurity readiness significantly influences institutional policy compliance (β = 0.571, t = 9.361, p < 0.001). Since the p-value is less than the 0.05 level of significance, the null hypothesis is rejected. Therefore, cybersecurity readiness has a statistically significant positive effect on institutional policy compliance in Nigerian universities.

The PLS-SEM analysis showed that cybersecurity readiness significantly predicted institutional policy compliance, β = .571, SE = .061, t = 9.361, p < .001. The model explained 32.6% of the variance in institutional policy compliance (R² = .326). Cybersecurity readiness exhibited a large effect size (f² = .484) and the model demonstrated satisfactory predictive relevance (Q² = .248), indicating that cybersecurity readiness is an important determinant of institutional policy compliance.

4.4 Moderating Effect of Cybersecurity Readiness on the Relationship between Digital Records Management Capability and Institutional Policy Compliance

The third objective of the study sought to determine whether cybersecurity readiness moderates the relationship between digital records management capability and institutional policy compliance in Nigerian universities.

To examine the moderating effect, an interaction construct (Digital Records Management Capability × Cybersecurity Readiness) was created using the product indicator approach in SmartPLS 4. The significance of the interaction term was assessed through bootstrapping with 5,000 resample.
Table 4.20: Structural Model Results for the Moderating Effect
	Structural Path
	β
	Standard Error
	t-value
	p-value
	Decision

	Digital Records Management Capability × Cybersecurity Readiness → Institutional Policy Compliance
	0.214
	0.048
	4.458
	0
	Significant


Table 4.21: Coefficient of Determination Before and After Moderation

	Model
	R²
	ΔR²

	Main Effects Model
	0.541
	-

	Moderation Model
	0.586
	0.045


The inclusion of the interaction term increased the coefficient of determination (R²) for institutional policy compliance from 0.541 to 0.586, representing an increase (ΔR²) of 0.045. This indicates that the moderating effect of cybersecurity readiness improved the explanatory power of the structural model by approximately 4.5%.
Table 4.22: Effect Size of the Moderating Effect
	Interaction Effect
	f²
	Interpretation

	DRMC × CSR
	0.109
	Small to Medium Effect


The interaction effect produced an effect size of 0.109, indicating a small-to-medium moderating effect according to Cohen's (1988) guidelines. Although the moderation effect is smaller than the direct effects of the independent variables, it is sufficiently meaningful to improve the explanatory capability of the model.
Table 4.23: Predictive Relevance (Q²)

	Endogenous Variable
	Q²
	Interpretation

	Institutional Policy Compliance
	0.387
	Strong Predictive Relevance


The Stone-Geisser predictive relevance (Q² = 0.387) is greater than zero, confirming that the moderation model possesses strong predictive capability for institutional policy compliance.

The bootstrapping results indicate that the interaction between digital records management capability and cybersecurity readiness has a positive and statistically significant effect on institutional policy compliance (β = 0.214, t = 4.458, p < 0.001). This finding suggests that cybersecurity readiness significantly moderates the relationship between digital records management capability and institutional policy compliance.

Specifically, the positive interaction coefficient indicates that the influence of digital records management capability on institutional policy compliance becomes stronger as the level of cybersecurity readiness increases. In other words, universities with high cybersecurity readiness derive greater compliance benefits from their digital records management capabilities than universities with lower levels of cybersecurity readiness. The increase in the coefficient of determination from R² = 0.541 to R² = 0.586 demonstrates that incorporating the interaction term enhances the explanatory power of the structural model. The interaction effect size (f² = 0.109) indicates that although the moderating effect is smaller than the direct effects of the predictor variables, it remains practically meaningful. Likewise, the predictive relevance value (Q² = 0.387) confirms that the moderation model has satisfactory predictive capability.

Overall, these findings indicate that cybersecurity readiness strengthens the positive relationship between digital records management capability and institutional policy compliance in Nigerian universities. This implies that investments in digital records management systems are likely to yield greater improvements in policy compliance when supported by robust cybersecurity readiness.

Hypothesis Three

H03: Cybersecurity readiness has no significant moderating effect on the relationship between digital records management capability and institutional policy compliance in Nigerian universities.
Table 4.24: Summary of Hypothesis Testing
	Hypothesis
	Path
	β
	t-value
	p-value
	Decision

	H03
	DRMC × CSR → Institutional Policy Compliance
	0.214
	4.458
	0
	Rejected


The bootstrapping results show that the interaction effect between digital records management capability and cybersecurity readiness is statistically significant (β = 0.214, t = 4.458, p < 0.001). Since the p-value is less than the 0.05 level of significance, the null hypothesis is rejected. Therefore, cybersecurity readiness has a significant moderating effect on the relationship between digital records management capability and institutional policy compliance in Nigerian universities.
Conclusion

The findings of this study demonstrate that digital records management capability and cybersecurity readiness are significant determinants of institutional policy compliance in Nigerian universities. Specifically, digital records management capability exerted a positive and significant influence on institutional policy compliance, indicating that universities with well-developed digital records management practices are more likely to comply with institutional policies and regulatory requirements. Similarly, cybersecurity readiness was found to have a significant positive effect on institutional policy compliance, highlighting the importance of robust cybersecurity measures in supporting effective policy implementation. Furthermore, the study established that cybersecurity readiness significantly moderated the relationship between digital records management capability and institutional policy compliance, suggesting that the positive effect of digital records management capability on compliance becomes stronger when universities possess higher levels of cybersecurity readiness. Overall, the results underscore the complementary roles of digital records management capability and cybersecurity readiness in promoting institutional policy compliance, thereby emphasizing the need for Nigerian universities to strengthen both their digital records management systems and cybersecurity infrastructure to achieve effective governance, regulatory compliance, and sustainable institutional performance.
Recommendations

Based on the findings of the study, the following recommendations are made:

1. Strengthen Digital Records Management Capability: University management should invest in modern digital records management systems, establish comprehensive records management policies, and provide regular training for personnel responsible for records creation, storage, retrieval, and preservation. This will enhance digital records management capability and improve institutional policy compliance. 

2. Enhance Cybersecurity Readiness: Federal universities should strengthen their cybersecurity readiness by implementing robust information security policies, deploying advanced cybersecurity technologies, conducting periodic security risk assessments, and organizing continuous cybersecurity awareness and capacity-building programmes for staff. These measures will improve compliance with institutional policies by safeguarding digital records and information assets. 

3. Integrate Digital Records Management with Cybersecurity Strategies: University administrators should develop an integrated governance framework that aligns digital records management practices with cybersecurity initiatives. By embedding cybersecurity measures into digital records management processes, universities can maximize the positive effect of digital records management capability on institutional policy compliance and ensure the secure, reliable, and policy-compliant management of institutional information.

References

Abdulkadir, A. I. (2020). Preservation of electronic records in selected federal universities in Nigeria. MiddleBelt Journal of Library and Information Science, 17.

Asogwa, B. E., Ali, A., Onoh, C., Asogwa, M., Ngwuchukwu, M., Igbokwe, J., & Ezeani, C. (2021). Preparedness of Nigerian university libraries for the acquisition and management of digital records. Libri, 71(4), 335–348.

Asogwa, B. E., Ezeani, C. N., & Asogwa, M. N. (2021). Status of electronic records management (e-RM) in African university libraries: Experience from Nigerian universities. Library Management, 42(8/9), 515–530.

Atah, C. A., & Akeke, N. G. (2024). Availability and accessibility of digital record keeping among university administrators in Nigeria. Journal of International Cooperation and Development, 7(1), 42–56.

Chikwendu, S. C., & Oli, N. P. (2023). Human factors influencing compliance to cyber security practices by employees of public universities in Southeast Nigeria. International Journal of Information Security, Privacy and Digital Forensics, 7(1).

Dada, R. O., & Ogunwemimo, T. (2024). Records management practices and organizational effectiveness of universities registries in South-West, Nigeria. International Journal of Research and Innovation in Social Science.

International Organization for Standardization. (2016). ISO 15489-1:2016 Information and documentation—Records management—Part 1: Concepts and principles. ISO.

International Organization for Standardization. (2022). ISO/IEC 27001:2022 Information security, cybersecurity and privacy protection—Information security management systems—Requirements. ISO.

Muhamad, J. S., Mannan, E. F., & Liman, Y. A. (2023). Assessing the impact of records and information management policy in Nigerian public universities: A qualitative review. SCIREA Journal of Information Science and Systems Science, 7(2), 10–23.

Muhammad, J. S., Mannan, E. F., & Farashi, B. I. (2021). Records management practices in Nigerian public universities: The challenges. Library Philosophy and Practice, 2021, 1–16.

Njoku, I. S., Chukwu, S. A. J., Njoku, B. C., & Ravichandran, R. (2023). Fostering cybersecurity in institutional repositories: A case of Nigerian universities. African Journal of Library, Archives and Information Science, 33(1), 1–21.

Ogundipe, O. A. (2024). Managing digital records within Nigeria's regulatory framework. International Journal of Science and Research Archive, 12(2), 2861–2868.

Ojo, J. O., Mairiga, H. M., Idakwo, I. S., & Song, U. M. (2019). Policy guidelines for records management in Nigerian university libraries. Covenant Journal of Library and Information Science, 2(2).

Olugbile, O. H., Ojeniyi, J. A., & Anyachebelu, T. K. (2025). Towards a standard framework for cybersecurity readiness for Nigerian universities. International Journal of Applied Mathematics, Sciences, and Technology for National Defense, 3(3).

Phiri, M. J., & Tough, A. G. (2018). Managing university records in the world of governance. Records Management Journal, 28(1), 47–61.

Records management in institutions of higher education in Africa: A hermeneutic literature review. (2023). Global Knowledge, Memory and Communication, 74(5/6), 1400–1413.

Salisu, A., Adamu, A. Y., & Yusuf, B. T. (2024). Cybersecurity policy effectiveness in shaping safe online behavior: A focus on Nigerian tertiary students in the Northeast. Journal of Scientific Development Research, 6(9).

Shokunbi, O., Agbaje, M., & Ogu, E. C. (2026). Measuring Nigeria Data Protection Act (NDPA) 2023 compliance in Nigerian universities: A general compliance index and evidence of institutional decoupling. FUDMA Journal of Sciences, 10(6), 291–296.

Yusif, S., & Hafeez-Baig, A. (2023). Cybersecurity policy compliance in higher education: A theoretical framework. Journal of Applied Security Research, 18(2), 267–288.

1

